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Introduction

e Public-key Cryptography (PKC)
— The most famous PKCis RSA and ECC
— Used for key agreement (Diffie-Hellman), digital
signatures, public-key encryption
e Implementation of public-key cryptosystem
— Slower encryption/decryption (~Mbps) than

symmetric key cryptography (AES: ~Gbps)
— RSA: modular exponentiation, M¢©
— ECC: point multiplication, kP on elliptic curve
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Point operations on elliptic curve

e Point Addition
R=P+Q

e Point Doubling
R' = 2P
Tangent line

e Scalar Mult.
kP
Binary method, etc.

y2=x3-x+1
=
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Example of point operations

Require:

e Weighted

1: tl — Z1Z1 1:
prOJeCtIVe 2: to = Xoty; 2:
- 3: tyg = ZoZo; 3:
coordinate I
5: t2 == X1t3 - t2, 5:
6: ts = t121; 6:
7: tg = Yots; 7:
8: t1 = taoa; 8:
' . 9: t3 = tIYI +Y2 9.
All operations u=-uhn+w o o
11: t5 = tot9; 11
are over GF(p) v« - e
13: Xo =YoYs —ty; 13:
14: t4 = —2Xo + t1; 14
15: t1 = t5t9; 15:
16: t1 = tatq; 16:
17: tq =14 — t1;
18: Yo = t3/2;
19: Zo = toZo;
20: Z1 = ZIZQ;
: Return @Q;
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P= (Xlayl,le)a
Q = (X25Y27Z2)-
Ensure: Q =Q + P.

Require:

Ensure: Q =Q + P.

P = (XI:YI:]-)a
Q — (XQaYQ:ZQ)-

ty = ZoZo;
tg = Xqt3 + Xo;
to = Xytg — Xo;
t1 = ta3Zo;
tg e tIYI + YQ,
Yo =t1Y; — Yo
ts = tata;
t1 = tyts;
Xo =YoYs —1y;
ty = —2X9 + t1;
: 11 = t5t9;
t1 = 3ty;
t3 = t4Yo — t1;
: Yo =13/2;
Zy = tgZo;
Return Q;
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Require:

Q = (X»,Ys, Zs).

Ensure: Q = 2Q.

1:

T o T v T S = S = S =

t; = X9 Xo;
t1 = 3ty;
to = ZaZa;
to = tato;
tQ — atg + tl
t1 = 2Y5;
Zy = Zoty;
tg = t1ty;
ty = Xota;
Xo = 21y;
: Xo = totg — Xo;
: 11 = tqia;
t1 = t1Yo;
: i3 =14 — Xo;
: Yo = oty — ty;
Return Q;
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Data Size in Modular Operations

e Typical key lengths of public-key cryptography

RSA: 2048 bits

RSA w/CRT: 1024 bits

ECC: ~256 bits

e RSA: M¢modn
e ECC: kP over GF(p) and GF(2™)
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# of Modular Multiplications

e ECC needs more modular multiplications

RSA

CRT

(2048-bit Modular Mult.) x 2048 x 1.5

(1024-bit Modular Mult.) x 1024 x 1.5 x 2

ECC

(256-bit Modular Mult.) x 160 x 20 x 1.5

e RSA: M®modn

e ECC: kP over GF(p) and GF(2™)
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Parallelism in high-speed implementation

e Degree of parallelism

RSA
- Parallelism in Square and Multiply
254 B 2048 x 1
RSA X
CRT CRT CRT
CRT = =
CRT CRT CRT
Parallelism in CRT Parallelism in Square and Multiply
1024 x 15 x 1 1024 x 1 x 1
ECC ECC
How much
ECC = .= ECC ECC | Parallelism in scalar
multiplication / Add
ECC ECC and Double??
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Basic hierarchy for ECC

e Optimization possible in multi-layer

Scalar
Multiplication

Point Point
Addition Doubling
Finite Field Finite Field Finite Field

Addition

Multiplication

Inversion

Kazuo SAKIYAMA
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Modular Multiplication

e = Multiplication + Reduction
— Barrett Reduction (1986): Focus on MSBs
— Montgomery Reduction (1985): Focus on LSBs

e Based on n-bit multiplier (n =8, 16, 32, 64)
— E.g., CIOS [IEEE Micro KKoc and Kaliski Jr 1996].

e Based on bit-serial multiplier
— Multiplicand x n-bit [CHES Grol3scha'dl 2001]
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Modular Reduction from LSB (binary field)

e | SB-first bit-serial multiplier (binary fields)

|°k-1| | |°3 |°2 |°1 |Go| =A(x)
bt | | [bs bz [b1 [bo | =B(x)
LT T T T T J=aBtx)
LI LTI T T T J=pxyoro
HEEEEEEE)
HEEEEEREOD
: k
P(x)or O

ol o] -] o[ o] o] 0] 0] 0]

] A(X)B(x)R* mod P(x)

A(x) B(x) P(x)
v v v

UEC
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.| XOR-based ]
Datapath d
v
T(|x)

Montgomery Multiplier:
A(X)B(x)R! mod P(x) (R = xk)

- Delay is determined by d
- Loop : k/d
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Modular Reduction from MSB (binary field)

e MSB-first bit-serial multiplier (binary field)

Qg | - a3 |Gz [ 01 |Gp | =A(X)
X |bea| | [bs]ba[bi]bo] -Bx) A(x) B(x) P(x)
v v v
%1BEX) [ | XOR-based k g
@ LI I [ [ 11T |Pxero Datapath
© LI I 1T] a8 J v
© [T T T TTTT]=xoro T<|><)
k \ 4
© [LLTTTTT] = A(x)B(x) mod P(x)
© Peord - Delay is determined by d
- Loop : k/d
Lolol-lolololololol I- T 1 11
A(x)B(x) mod P(x)
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Modular Reduction from LSB (prime field)

e | SB-first bit-serial multiplier ( prime field )

|Xk |><k-1| | |X3 |x2 | x1|xo | =X
X |Yk }Yk1|| |Y3|Y2|Y1|Yo| =y X y D
S T 3
I Y ™ Csabased ) |
+ LLI LT 1 J=poro Datapath
P I v
PR U O O A I T
: k 0 .
PR O I = Montgomery Multiplier:
k -1 = k+2
o [ITTTTTT] oo XYR"mod p (R =2
e e il - Delay is determined by d
L 1=l L T 1 1 Jolol-lololo]o]o]o - Loop : (k+2)/d
XYR1 mod n
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Final reduction for prime field p

e XYR1mod p
e Intermediatevalue, T=(T+ x,y+ mp)/2 < 2p

Input: k-bit integers X,Y with 0 < X,Y < p, R = 2F.
Output: XY R ! mod p.

1: T = (tk,...to)g — 0

for ¢ from 0 to £ — 1 do

m <« 1o ® xi - Yo
T — (T4 x;Y +mp)/2

: return

Final reduction: T=T -p<p
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Fixed number of additions of p

e XYR1mod p
e Intermediatevalue, T =(T+x,y+mp)/2 <3p

Input: (k + 1)-bit integers, X,Y with 0 < X,Y < 2p, R = 2F2.
Output: XY R ! mod p.

1: T = (tk;+1, .. .to)2 — 0

2: for ¢ from O to k£ do

3: m «— to D xi - Yo

4: T — (T+z;Y +mp)/2

5: end for

6: T «— (T +mp)/2

7: return T

T=(T+mp)/2<2p

=
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Modular Reduction from MSB (prime field)

e MSB-first bit-serial multiplier (prime field)

Xpeq | - X3 (X5 | X1 | %o | =X
X || vs|ve|vilyo | =y X Y p
S T3
ity ! | CSA-based q
-LL TP T T T J=2pporo Datapath
+ X ¢
RN q i
LI T T T T LT J=2p0ro |
‘ " XY mod
Y Mo
T T P
= 2p.p.or0 - Delay is determined by d
- Loop : (k+2)/d
lolol-lolololololol T-T [T 1]
A(x)B(x) mod P(x)
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Division in MSB-first modular multiplication

e XY modp

e Intermediatevalue, T= (2T +x.y) <3p
Input: k-bit integers X,Y with 0 < XY < p.
Output: XY mod p.

1:

T = (tk+1, - .to)g — 0

for ¢+ from £k — 1 to 0 do
T — (2T + z;Y)

g T/p
T — (TI'—qp)

end for

return T’

e Division can be escaped with precomputation

[Barrett Reduction; IEEE ToC, Knezevic, Vercauteren, Verbauwhede, 2010]
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Barrett Reduction

° T/p — T/Zk-l * Zk-l/p
e Steps:q=T/2%! ---shift operation (wiring)
e Step5: T=(T- q*2%!/p) ---precomputation

Input: k-bit integers X,Y with 0 < XY < p.
Output: XY mod p.

1. T = (tk+1, .. .to)z — 0

2: for ¢ from £ — 1 to 0 do
3: T — (2T + x;Y)
4:~q — [T/p]
5N.T — (T —qp
6:

7

end for
return 1T’

e Butq=0,1,0r2 ..

V|
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Parallelism in Modular Multiplication

e Both MSB/LSB Modular Multiplication
[MELECON, Batina et. al., 2004; CHES, Kaihara and Takagi, 2005]

e Combine MSB-first and LSB-first MM

e A(X)B(x)R! mod P(x)
= (A;(x)R+ A,)B(x)R! mod P(x)
= A,(x)B(x) mod P(x) MSB-first
+ A;(x)B(x)R'! mod P(x) LSB-first

e R = xk/2
UEC) Kazuo SAKIYAMA 18138
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Datapath of Bipartite Modular Multiplication

e Bipartite bit-serial multiplier (binary field)

x CMSB-first

[T T TTTT a0 |

© LITTTTTTIreqgoro
® [LTTTTT] =080 4
@ [TTTTTTT]=moro

Stop in the middle
A;(x)B(x) mod P(x)

(+)

L B . b d T Toslaz [ayfag ] =A%)

S 'flr'STx bl T Toalbalbbo] -89
(T w0

@ I TTTTTTIPexor0

gl @ [LITTTT ]800
® =P(x) or O

Stop in the middle
Ao(x)B(x)R! mod P(x)

A(x) | D B(x) P(x)
v v v
.|  XOR-based k ' d
Datapath
v

T(|x)

ﬁ"/

A(x)B(x)RImod P(x)

Kazuo SAKIYAMA
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A(x)B(x)R! mod P(x)

- Parallelized (x2)
- Loop: k/2d
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Great Merits in Bipartite Modular Multiplication

e Parallelism in Modular Multiplication

e Applicable to prime field (original proposal)
— Need to take care (final) reductions

e Almost double performance, less than double
area (F/Fs are shared)

=
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Architecture for ECC coprocessor

e HW/SW co-design
— CPU + coprocessor for ECC

e Speed performance depends on architecture
— Trade-off between cost and performance
— Local dedicated memory -> high performance

e |nstruction-set extension, ASIC, etc.

=
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ECC coprocessor (l)

TYPE I: Smallest implementation (baseline)

<« SRAM
Main CPU
«/Program
IMemory Mapped I/0)| ROM
1 32-bit 1 Buffer
32-bit data| instruction Full
Coprocessor v Fsm |IBC
DBC > IQB
‘ L
< Data Bus > < Instruction Bus >
A i
MALU
Ve
l ' E ‘ ,'E Kazuo SAKIYAMA
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ECC coprocessor (Il)

TYPE Il: TYPE | + u-coded RAM

«» SRAM
Main CPU
«/Program
IMemory Mapped I/0| ROM
1 32-bit 1 Buffer
32-bit data| instruction Full
Coprocessor \ p IBC
p : u-coded|” FSM
DBC RAM > IQB
¥ Program | .
< Data Bus > < Instruction Bus >
A i
MALU
=
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ECC coprocessor (lll)

TYPEIll: TYPE | + CPRAM

<« SRAM
Main CPU
«/Program
IMemory Mapped I/0)| ROM
* 32-bit * Buffer
32-bit data| instruction Full
Coprocessor v Fsm |IBC
DBC TTTTLIQR
A *
< Data Bus > < Instruction Bus >
A i
MALU
> Coprocessor RAM (CPRAM)

=
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ECC coprocessor (1V)

TYPEIV: TYPE | + CPRAM & u-code RAM

<« SRAM
Main CPU
«/Program
IMemory Mapped I/0)| ROM
* 32-bit 4+ Buffer
32-bit data| instruction Full
Coprocessor v > IBC
P u-coded|” FSM
DBC RAM % IQB
¥ Program | .
< Data Bus > < Instruction Bus >
A i
MALU
> Coprocessor RAM (CPRAM)

=
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Profiling ECC coprocessor

e Performance for HECC over GF(283)

— The number of cycles is reduced by CPRAM
— Micro-coded RAM can avoid instruction stalls

2859 2672
500 — T
z 0O VO Transfer
CPRAM A
Type I Type IT Type ITI Type IV 8 400 EDatapath ccess | |
sSwW ‘ SV ‘ G 300
SW ' %
SW Ar 3 4 3 r 7'y e)
o vlvlvivly Datapath + % 200 187
I/0 Overhead| |||] r‘ r‘ r‘ r‘ r‘ r‘ ’ Datapath u-coded RAM| [ ©
3 100
datapath + | LIULTTHAE TN § 38 ﬁ
Datapath || u-coded RAM CPRAM CPRAM 0 . er_, . o7, . o, er
TYPE | TYPE Il TYPE Il TYPE IV
System Configuration
P
4 Kazuo SAKIYAMA
UEL T
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Cost, Performance and Security Trade-offs

O Programmable VS hardwired parameters
O Curve parameters
O Computational sequence: Coordinates, operation form.
O Prime p, irreducible polynomial P(x)

O Field sizes
Programmable:

> | Hardwired - r\l.ud:r'-r'ange o: aplpllc?r‘rrl\ons
5 _ compac’r & fast - higher-securiTty aigoritnms
o+
S
N’/
Q
Q
<
-]
S
C
o
Y-
C
Q
Q- >

; Cost (gate area)
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Cost, Performance and Security Trade-offs

O Programmable VS hardwired parameters
O Curve parameters
O Computational sequence: Coordinates, operation form.
O Prime p, irreducible polynomial P(x)

O Field sizes
Programmable:
> | Hardwired - r\l.ud:r'-r'ange o: aplpllc?r‘rrl\ons
5 _ compac’r & fast - higher-securiTty aigoritnms
o+
S
N’/
S »
g Fuxmg
= parameters
C
o
5 O For high-speed applications
a >
. Cost (gate area)
' |E!7! Kazuo SAKIYAMA J 28/
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Cost, Performance and Security Trade-offs

O Programmable VS hardwired parameters
O Curve parameters
O Computational sequence: Coordinates, operation form.
O Prime p, irreducible polynomial P(x)

O Field sizes
Programmable:
—~ 1 : - wider-range of applications
|
§ Hardw ref & fast - higher-security algorithms
S - compac as
o+
S
N’/
S -
S Fixing
£ parameters
C
«  [For RFID tags
Q
[a >
/ Cost (gate area)
' |E:‘7! Kazuo SAKIYAMA 3 29/
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High-speed ECC & HECC

0 Programmable high-speed coprocessor

0 ECC/HECC over GF(2™)
O Six MALU cores (MALU)

«— ROM
Main CPU
Memory Mapped I/0 | RAM
Dataj3o 32 1 Control
Cryptoprocessor - IBC
- % u-coded[* FSM
DBC g RA > -
X ;é’ * IQR
Program Instruction
v Instruction v
€ In?‘rruc‘rllon BusI D
< A A A DGT:G Bus A A Ak>
— MALU | |MALU|[ | MALU MALU
l | IE “7! RF1| |RF2| |RF3 RFO | |1 core[ ]2 core] |3 core -6 core
‘
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Parallelism in scalar multiplication

[0 How many instructions executed in parallel?

0 Operation form
AB + Cand
AB+C)+D

O Check the data
dependencies for
ECC (and HECCQ)

-

UEC

A oo Summer school

Number of Clock Cycles

90,000

70,000

50,000

30,000

10,000

—A-HECC over GF(283)
ECC over GF(2163)
~O-ECC_M over GF(2163)

A

[ (a) AB+C (b) A(B+D) + C
.—A_\‘\m‘ A A
[ 0 1XMALU P~
‘ e, 0 1xMALU
:O A 4 4 a O\i\‘—‘\_H
2xMALU 2xMALU 4
\
©%~e—0 4xmALU
M- S
o— 4xMALU

12 3 4 5 6 7 8

12 3 4 5 6 7 8

Number of Instructions to search ILP (ILPD)




Parallelism in scalar multiplication

[0 How many instructions executed in

0 Operation form
AB + Cand
AB+C)+D

O Check the data
dependencies for
ECC (and HECCQ)

-

UEC

= oo Summer school

10,000

narallel?
90,000
A —A-HECC over GF(283)
—|ECC over GF(2163)
—O-ECC_M over GF(2163)
A
70,000
. | (@) AB+ C (b) AB+D) + C
s i
o L
4
8 L
O 50000 — A A,
‘S i
B Od ‘\' A
'g | O
S e
20,000 \ \ A 2 a2 a
0 0 o0 0o
e S
...... AXMALUB ~ ~ 4xMALUb

12 3 4 5 6 7 8

12 3 4 5 6 7 8

Number of Instructions to search ILP (ILPp)




Lightweight ECC For RFID

O Low-power MALU for RFID tags

[0 Based on MALU
[0 Cost and performance for ECC and HECC

[0 Power estimation with 0.23-mm CMOS library

1634\’

163 1

163 1

O Hardware sharing in MALU =

163

cell 0

cell 1

cell 2

cell d-1

163 -

163 4

O Modular addition and -
multiplication use the same A
hardware (cell) ol o |

>
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Low-power ECC (HECC) for RFID

O Synthesis results (area & performance)

O MALU + hardwired controller
O ECCshows better performance (106 ms @ sookHz, d = 4)

O ECCover a composite field is smaller

10000 600,000 =1
m HECC over GF(2™) m HECC over GF(2™)
9000 L O ECC over GF((2™)?) 500,000 | O ECC over GF((2™)?)
d=8
A ECC over GF(2™) A ECC over GF(2™)
d=6
8000 | T 400000 |Gy
[S]
- d=4 &
© 9 a=2 d=1
2 7000 d=2 2 300,000 [ 4=6
8 d=1 £
o = g d=8
6000 | d=8 O 200,000 | d=4
O/O/O/D d=2
d=6 d=[
Dﬂ/ gﬁ i A/A/m
5000 d=4 100,000 |
d=2 d=4
d=1
4000 . 0 I I I
50 70 9 110 130 150 170 50 70 90 110 130 150 170
Field length [bit] Field length [bif]
Kazuo SAKIYAMA
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Low-power ECC (HECC) for RFID

O Synthesis results (power)
O Results only for coprocessor (average)
O Peak power evaluation is essential

O RF interface will consume more power...

30 25
Clock Frequency = 500 kHz - B L
® HECC over GF(27) @4 I _ Clock Frequency = 500 kHz
O ECC over GF((2™)%) d=3 20 | 0O Dynamic
d=2 L
BT A ECC over GF(2™) i O Leakage
d=1 I
- 2 45 [
= d=8 =) -
g = /5:2 5 |
g % e 510}
15
iss ﬁ 5
d=6
d=4 959/958
d=2
d=1 0
" - “ ” - - o ECC over GF(2™")  ECC over GF(2%))  HECC over GF(2%)
Field length [bit] d=4 d=8 d=8
' | E ‘ P, 'E Kazuo SAKIYAMA
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ECC coprocessor & Side-channel attacks

| Data Data
Memory Memory

1 Four architectures - Q@ - Q@

MicroBlaze MicroBlaze

A
A
A

P
l

+ u-coded ROM

A
(a) TYPE A: 32 n ‘32 32 1 32

§ L 5 £| Coprocessor § g 5 £| Coprocessor

: 8= £ Oy 8% £ Sy

Baseline g 8 o gl 3§ [ow
(=] =]
(32-bit ins’r. Bus ) <163-t;h‘ Data Bus ) (32-bit Inst. Bus ) {163-bit Data Bus)
(b) TYPEB: TrEa ]
(a) (b)

. D .
(0) TYPE C: e (][ g [,
’ OPB > l;:/r\*org‘;‘ram OPB < i/r\*og‘mm
. A emory A emory
+ HW key register 4 T {a o fw
52 5 £| Coprocessor 52 5 €| Coprocessor
8% £ Oy 8% £ =
(d) TYPE D: o ! o !
for k (32-bit Inst, Bus ) <163—L‘:if Data Bus ) (32-bit Inst, Bus ) (163-bif Data Bus )
+ RND tor ke e e E I e e T
. ] y u-code Key MALUﬂ| RF | I RNG I|u—code|<—| Key MALUb” RF |
ra ndom |Zat|on Key Randomization

E () (d)
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Conclusions

[0 Trade-offs in ECC hardware

O Parallel processing

O Operation forms: AB + Cor A(B+D) + C

O Cost, performance, security

Point Point
' Addition Doubling
PeneliiSiss Finite Field Finite Field | | Finite Field
Addition Multiplication Inversion
UEC) Kazuo SAKIYAMA 37/38
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Thank you for your attentions!

Questions? ﬁj

R
y2=x3-x+1 /\R’
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